Oracle Forensics: Part 3
Isolating Evidence of Attacks
Against the Authentication Mechanism
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Spotting attempts to obtain the database Service Identifier
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Brute forcing the Service Identifiers
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Spotting user enumeration attacks
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Password Guessing Attacks
/ 1 " #
s s (Il 1
# 3 ( 6 #9
(1 2

DCC%

DCC%

DCC%

DCC%

DCC%

61$3(0,

61$3(0,

61$3(0,

%

61$3(0,

61$3(0,

)

,1, $-1#+7(S

+,13# 4

,1, $-1#+7(S$

+,13# 4

»1, $-1#+7(S$

+,13# 4

,1, $-1#+7(S$

+,13# 4

,1, $-1#+7(S$

+,13# 4
# )
(
( '#" 1



9:-* J 2 7 # #
" 1, " 1< + "
8 [ ] £
n . 9 II # mn
31 6 , 1 " s 0"
" 2" / H 7
, (" o+ h ( " # &
7 ’ # 2
/ 9
, " # # 1 #)
9 7 / " 8,
# / " "
, -?2 L9 -
* 5-33 2, 9610 216"#0 0@ 36:65 0 5# 0
I / # " (# " 9 ’
7 C L] (" + 7 ? ’ ]
1C I 2L s " #C
" 7 "’ 9 79
( ? L " -
A&B & C DC C DE
( .
((
1 7 " 7 " C ]
mn n n # (Il
s # " ( 2 /A 9 " A
" (. ( 2 ? (# ")
" " " o" #?
A&B & C & E G & B @
I N ¢ " ( 1o
( s 1" 2 "1,
« ., ( "( 1 /A 9
+ " ? 1 " " 1 2" 9:%A :$
::/A 9A /:H /A 9 9
( " " "o# #
/A 9 " ) " " 0" ,
<! :NZ ! NO99; "9 A | 19; /A

C # (

, #(
8
# #
(" +
F(C G@
#
, !
;BK (!
/A 9
0 (
/A 9
9



A&B &
#65 ,3+ 1 0(

A&B & C &

!7 s 1]

/A 9 "

Brute forcing the SYS account

4 7 (
0O > 6 :
/ c cI

JFFFF

%@

%

J@



aa

OO000000

(ngulalulu]
00
Oaa00a70

lafafal
000000Cc0
00000000

OO0000F0

Without

asa
00&d

o (=SR]

o = [
=

38
aa 0
00 00 00
4C 0& 00
OF 00 00
4} 3F 4E
ZE &5 78
43 5F 4D
52 4B 47
a0 00 o8
oo oo ol
a0 00 08 @0
a0 00 00405

"AS SYSDBA

With "AS SYSDBA',
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Attempts to exploit the AUTH_ALTER_SESSION flaw
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Spotting attempts to log in via the XML Database (XDB)
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Auditing not enabled?
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Lastly, a gotcha!
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Wrapping Up
4 , # " 1 ( 9 7
" a4
, C # " H#
" " ?2?2% (#? L&
? i (# i i
" 1% " / # " " "
, ( 1 17



