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/1 1 DC auto-generation of uhooker configuration and handler files
//  Matt Lewis - |RM plc 2007
#i ncl ude <idc.idc>
static main() {
aut o ea, x, num args, func_nane, file,fil enang;
aut o hook_type, config file,stub_file,config_line;
auto stubl 1, stubl2, stubl3, stubl4, stubl5;
// these are stub code lines for our python handlers
// the stubs sinply print to stdout when the handler is called

stubl1 = "def ";

stubl 2 = "\tnyproxy = hookcall.proxy\n";
stubl 3 = "\tprint \"";

stubl 4 = "\thookcal | . sendack()\n";
stubl5 = "\treturn\n\n";

/Il we set this to the type of hooks that we want to invoke:
I/l Type A Hook after the function returns
/] Type B: Hook before entering the function
I/l Type *: Hook when execution reaches this address
hook_type = 'B';
Message("\n\n------ Creating uhooker configuration and handler files.... -------- \n");
file = GetlnputFile();
filename = substr(file, O,strstr(file,"."));
/1 the uhooker configuration file is witten to...
config_file = fopen(filenane + ".cfg", "wW');
/1 the uhooker python handler stub code is witten to...
stub_file = fopen(filenane + ".py", "wW');
for ( ea=Next Function(0); ea != BADADDR, ea=Next Function(ea) ) {
/1 get the function nanme
func_nanme = Get Functi onNane(ea);
/1 get the nunber of function argunents
/1 divide by four for 32-bit machine
num ar gs=( Get Functi onAttr (ea, FUNCATTR ARGSI ZE)) / 4;
Message(" %: %: %d: %. %_handl e: %€\ n", fil e, f unc_nane, num args, fi |l enane, f unc_nane, hook_t ype) ;
x = Get Functi onFl ags(ea);

if(strstr(func_nane,"sub_") == 0)
/1l this is not an exported function, therefore we hook on its address, rather than name
config_line = "dumy.dll:0x" + lItoa(ea,16) + ":0:" + filename + "." + func_nanme +
" _handl e: *\ n\n";
} else {
// this is an exported function, therefore we hook on its exported nane
config line = file + ":" + func_name + ":" + |toa(numargs,10) + ":" + filename + "." +

func_nane + "_handle:" + hook_type + "\n\n";
I/l wite to config file
witestr(config_file,"# Insert Comment Here...\n");
witestr(config_file,config_line);
// wite to stub code file
witestr(stub_file,stubll + func_nanme + "_handl e(hookcal I):\n" + stubl2 + stubl3 + func_nane
+ "_handl e called\"\n" + stubl4 + stubl5);
}
fclose(config file);
fclose(stub_file);

}
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# Insert Comment Here...

dummy. dl | : 0x10001000: O: dpdevct | . sub_10001000_handl e: *
# Insert Comment Here...

dummy. dl | : 0x10001160: O: dpdevct | . sub_10001160_handl e: *
# Insert Comment Here...

dummy. dl | : 0x10001270: O: dpdevct | . sub_10001270_handl e: *
# Insert Comment Here...

dummy. dl | : 0x10001350: 0: dpdevct | . sub_10001350_handl e: *
# Insert Comment Here...

dumy. dl | : 0x100013F0: O: dpdevct | . sub_100013F0_handl e: *
# Insert Comment Here...

dumy. dl | : 0x100014A0: 0: dpdevct | . sub_100014A0_handl e: *
# Insert Comment Here...

dpdevct!|.dl|:FD D | Get Versi on: 1: dpdevct | . FD_Dl | Get Ver si on_handl e: B
# Insert Comment Here...

dummy. dl | : 0x10001550: 0: dpdevct | . sub_10001550_handl e: *
.<remai nder onmtted for brevity>

) 2280 7 4

0 ? ? 4 2& 4
4 ! 2

def sub_10001000_handl e( hookcal I'):
nyproxy = hookcal | . proxy
print "sub_10001000_handl e cal | ed"
hookcal | . sendack()
return

def FD Dl | Get Versi on_handl e(hookcal I'):
nyproxy = hookcal | . proxy
print "FD D | Get Version_handl e cal | ed"
hookcal | . sendack()
return
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# LONG W NAPI RegCr eat eKey( HKEY hKey, LPCTSTR | pSubKey, PHKEY phkResult);

# Creates the specified registry key. If the key already exists in the registry, the function
opens it.

advapi 32. dl | : RegCr eat eKeyA: 3: advapi 32. RegCr eat eKeyA handl e: B

# LONG W NAPI RegCr eat eKeyEx( HKEY hKey, LPCTSTR | pSubKey, DWORD Reser ved, LPTSTR | pCl ass, DWORD
dwOpt i ons, REGSAM sanDesi r ed,

# LPSECURI TY_ATTRI BUTES | pSecurityAttributes, PHKEY phkResul t, LPDWORD | pdwDi sposi ti on);

# Creates the specified registry key. If the key already exists, the function opens it. Note that
key nanmes are not case # sensitive.

advapi 32. dl | : RegCr eat eKeyExA: 9: advapi 32. RegCr eat eKeyEXA _handl e: B

# BOOL Crypt GenKey( HCRYPTPROV hProv, ALG | D Al gi d, DAWORD dwFl ags, HCRYPTKEY* phKey)

# Cenerates a random cryptographi c session key or a pub/priv key pair.

advapi 32. dl | : Crypt GenKey: 4: advapi 32. Cr ypt GenKey_handl e: B

# BOOL Crypt GenRandon( HCRYPTPROV hProv, DWORD dwlen, BYTE* pbBuf f er)

# Fills a buffer with cryptographically random byt es.

advapi 32. dl | : Crypt GenRandom 4: advapi 32. Cr ypt GenRandom handl e: B
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def RegCr eat eKeyExA handl e( hookcal I):
nyproxy = hookcal | . proxy
print "advapi 32.dl|:: RegCreat eKeyExA cal | ed"
keynane = hookcal | . par ans[ 1]

print "Attenpting to create/open: " + nyproxy.readasciiz(keynane)
hookcal | . sendack()
return
) 82 4
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def Crypt GenKey_handl e( hookcal | ) :
nyproxy = hookcal | . proxy
print "advapi 32.dlI::Crypt GenKey"
al gorithm D = hookcal | . parans[ 1]
keyType = hookcal | . par ans[ 2]
keyAddr ess = hookcal | . par ans[ 3]
print "AlgorithmID: " + str(algorithm D)
print "Key Type: " + str(KeyType)
nmyproxy. r eadmenor y( keyAddr ess, 32)
hookcal | . sendack()

return
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